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(57) Abstract :

METHOD AND SYSTEM FOR PRIVACY-PRESERVING FEDERATED LEARNING IN DECENTRALIZED NETWORKS USING BLOCKCHAIN AND EDGE
COMPUTING ABSTRACT The invention relates to a system 100 for privacy-preserving federated learning in decentralized networks. The system comprises a
plurality of edge devices 110, each capable of locally storing and processing data, training a machine learning model on this data, and sharing model updates with other
edge devices without disclosing raw data. These edge devices are integrated with a blockchain network 112 that ensures secure, immutable recording of model updates
and facilitates consensus for model aggregation. Each edge device includes an adaptive learning algorithm module 114 to dynamically adjust learning rates and
parameters, ensuring model robustness despite non-iid data. Additionally, a privacy-preserving protocol 116 within each device applies differential privacy and
homomorphic encryption to safeguard individual data points and secure model updates. A communication module 118 enables low-latency, peer-to-peer connections
and optimizes communication efficiency through model compression. This system enhances privacy and collaboration in decentralized federated learning environments.
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